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INTRODUCTION 
 

Have you ever found yourself at a coffee shop or airport 
and heard your phone buzz with a message saying, "Free 
WiFi available"? It sounds tempting, doesn't it? Just 
imagine browsing your favorite websites, streaming 
cartoons, or playing online games without having to use up 
your mom's or dad's data plan! But what if I told you that 
sometimes, these free WiFi networks could lead to a 
sneaky kind of trouble? In this book, Alexandria will give 
you the information that you need to help protect yourself 
and your friends.  



DEDICATION  

To Alexandria, 

An exceptional student with a passion for illuminating the 
complexities of cybersecurity - this book is dedicated to 
your inspiring journey. Your dedication to educating others 
about the importance of safe digital practices. May this 
book light up young minds, fostering awareness about the 
threats of public Wi-Fi networks and beyond. 

Here's to many more tales of empowerment and 
education. 



ALEXANDRIA’S STORY 

Alexandria, a smart 14-year-old who loved video games, 
always thought the internet was just like the air—always 
there and super easy to use. She never worried about it 
being unsafe until one regular weekend at the mall turned 
into a surprising adventure. 

While her mom looked at clothes in the store, Alexandria 
played her favorite games on her phone. She was so 
focused on her game that everything else faded away. 
Suddenly, her game started to freeze—that meant her 
phone’s internet was almost used up! It was time to find 
some Wi-Fi. 

She saw something called "Free Public WiFi - No 
Password!" pop up on her phone. It seemed perfect—no 
password needed! She connected and jumped back into 
her game without any more pauses. 

But what Alexandria didn't know was that this free Wi-Fi 
was actually a tricky trap made by a sneaky hacker hiding in 
the internet world. He set up the Wi-Fi to catch shoppers’ 
personal information from their phones without them 
knowing. 



The hacker got lots of data from people, but when he tried 
to sneak into Alexandria’s phone, he couldn’t get through. 
She had a special security app on her phone, which her 
brother told her to use. Her phone sent her an alert saying 
that someone was trying to snoop! 

With her heart racing from this scary news, Alexandria 
turned off the Wi-Fi and went to her mom. “Mom, we need 
to talk about the Wi-Fi in this place,” Alexandria said 
seriously, her voice shaking a bit. She explained how the 
free Wi-Fi was dangerous and could let someone steal their 
private stuff. 

Her mom listened and was worried, but she was also proud 
of Alexandria for understanding the danger and staying 
safe. They talked about how to be careful online, like not 
using open Wi-Fi, using special apps to keep safe called 
VPNs, and checking their privacy settings. 

After that day, Alexandria became like a cyber superhero to 
her friends. She told them about what had happened and 
taught them how to be safe on the internet. Now, whenever 
Alexandria saw a new Wi-Fi, she was extra careful. She 
learned that being safe on the internet wasn't about having 
a suit of armor, but about being smart and paying 
attention. 



And that’s how Alexandria became like a knight in the land 
of the internet, protecting herself and her friends with her 
shield of knowledge and the sword of cybersecurity, ready 
to defend against the tricks of hidden internet dangers. 



WHAT IS WIFI? 

Discovering Wi-Fi:   

Imagine Wi-Fi as an invisible force that connects your 
gadgets—like smartphones and laptops—to the internet 
without any wires. Like magic, it lets you browse the web or 
stream your favorite shows as long as you're within its 
range. 

Understanding Wi-Fi:   

Your Wireless Gateway - The Router:   

At the center of Wi-Fi magic is the router, a device that 
plugs into a wall socket for internet access and then sends 
out an invisible net of connectivity all around. 

The Magic of Radio Waves:   

Wi-Fi uses the same kind of invisible waves that allow you 
to listen to music on the radio or make calls on your phone 
to send internet data to and from your devices. 

Joining the Wi-Fi Club:   



When you enter the password on your device, it's like 
getting a secret handshake to join the private Wi-Fi club, 
allowing you to surf the web or catch up on social media. 

Why We Love Wi-Fi:   

• Stay Mobile: Keep moving around without losing 
your internet connection. 

• Clutter-Free: Cut down on messy cables and freely 
connect numerous devices. 

• Reach Tough Spots: Internet access becomes 
acheivable in hard-to-wire places. 

Staying Safe on Wi-Fi:   

Protect your Wi-Fi zone with a strong password to block 
unwelcomed guests from sneaking a peek at your private 
info. 

A World Connected by Wi-Fi:   

Wi-Fi's become so crucial, it's hard to imagine life without it
—whether we're chatting with friends, streaming 
entertainment, or exploring new ideas, all from the comfort 



of wherever we choose to be. Use it wisely, and savor the 
liberty Wi-Fi serves up! 

Wi-Fi: Your Invisible Link to the World:   

Next time you're online without a cable in sight, think of 
Wi-Fi as your own personal conduit to a world of 
information, learning, and fun—all without being tied down! 



PUBLIC WIFI SAFETY 

Wi-Fi in public places like cafes, libraries, and airports lets 
you use the internet easily, but there are certain risks that 
everyone, especially kids, needs to be careful about. 

What Makes Public Wi-Fi Risky? 

When you're connected to Wi-Fi that everyone can use, like 
at a coffee shop, it's a lot easier for bad people (hackers) to 
peek at what you're doing online or steal private info like 
passwords. 

• Unprotected Networks: If the Wi-Fi doesn't have 
good security, it's easy for hackers to watch what 
you're doing. 

• Sneaky Hackers: Sometimes, hackers can grab the 
information you're sending out into the internet and 
see stuff that's private. 

• Bad Software: Hackers can also sneak harmful 
software onto your phone or computer to steal 
information or break things. 



• Fake Wi-Fi: Be careful of Wi-Fi that looks real but is 
actually a trap set by hackers to fool you into giving 
your information away. 

How to Stay Safe on Public Wi-Fi 

It's super important to know how to avoid those sneaky 
hacker tricks when using Wi-Fi in public: 

• Pick the Right Network: Only connect to Wi-Fi you 
know and trust. 

• Use a VPN: A VPN is like a secret tunnel for your 
internet stuff. It hides what you're doing from 
hackers. 

• No Secrets on Wi-Fi: Don't enter passwords or buy 
things online when using public Wi-Fi, if you can 
help it. 

• Privacy Settings: Make sure your device isn't set to 
share your info on public Wi-Fi. 

• Update Your Devices: Keep your computer or 
phone updated with the newest protections. 



Teaching Good Wi-Fi Habits 

Being smart online is just as important as knowing how to 
read and write in today's world. Here's what we can do: 

• Learn at School: Teachers should talk about staying 
safe online just like they teach math and science. 

• Practice Makes Perfect: With an adult's help, kids 
can practice being safe when they use Wi-Fi. 

• Parents are Your Safety Net: Mums and dads 
should also teach their kids about Wi-Fi dangers and 
watch their internet use. 

• Spread the Word: Schools can help everyone learn 
about public Wi-Fi safety. 

The Takeaway 

Public Wi-Fi is super handy but can be risky, too. Kids need 
to know how to use it safely. By teaching them the right 
habits, we can make sure they can have fun and stay safe 
online. 



ADVICE FROM ALEXANDRIA 

Public Wi-Fi is like a candy store for using the internet—it's 
everywhere, and it's tempting to jump right in and start 
browsing. But just like you wouldn't take candy from 
strangers without checking with a grown-up first, it's 
important to be extra careful when you're using public Wi-
Fi networks. Cybersecurity can seem like a big, scary word, 
but it's really about protecting your personal information 
from strangers online.  

So, kids, here's some friendly advice on how to stay secure 
while still enjoying the sweet perks of the internet. 

Always Ask a Grown-Up 

When you're about to connect to a public Wi-Fi network at 
places like libraries, restaurants, and parks, first ask a 
parent or guardian. They can help ensure that the network 
is legitimate and not a trick by a cyber-villain.  

Look for Secure Connections 

Tell your grandparents or parents to look for networks that 
require a password. This doesn't make it super safe, but it's 



like putting up a small fence—it's better than leaving your 
digital door wide open. 

Don't Share Personal Info 

Just like you wouldn't tell a “Keep Out” secret to a new 
person you just met, never share personal information such 
as your name, address, phone numbers, or passwords 
when you're connected to public Wi-Fi. You never know 
who's listening in on that public network. 

Keep It to Low-Key Surfing 

Public Wi-Fi should be for activities that aren't very 
important, like reading about your favorite superhero or 
watching cartoons. Avoid logging in to anything where you 
need a password, like your email or games that have chats 
or in-app purchases.  

Turn Off Sharing  

Check with your grown-ups to help turn off file sharing on 
your device. This is like closing your bedroom door so that 
no one can peek inside without permission. 

Forget the Network After 



Once you’re done using public Wi-Fi, ask an adult to make 
your device forget it. You don't want your phone or tablet 
automatically connecting next time you’re nearby, just like 
you wouldn’t go into a neighbor's house without asking. 

Apps and Updates 

Ensure all the apps you use have the latest updates—ask 
your parents to check for you. Updated apps have better 
shields against cyber-bad-guys, kind of like how a flu shot 
helps keep you from getting sick. 

Watch for HTTPS 

Talk to your parents about looking for 'https' at the 
beginning of a website's address before you use it which 
means that the site has a better lock on its door to keep 
your information safer. 

Use a VPN 

A VPN is like a secret tunnel for your internet surfing. It 
helps keep what you're doing hidden from anyone who 
might be trying to peek. Ask a trusted adult to set it up for 
you. 

Remember, If in Doubt, Stay Out! 



The online world is full of wonder, just like a playground. 
But if something in the playground looked unsafe, you 
wouldn't go near it, right?  

Same goes for Wi-Fi. If a network seems sketchy or 
something feels off, don't connect. 

Now you're ready to tackle the world of public Wi-Fi like a 
cybersecurity pro—always smart, always alert, and always 
asking for help when you need it! 

 Keep these tips in a safe place, maybe in a notebook or a 
computer file you share with your parents, so you can 
always check on them when you're about to venture into 
the Wi-Fi wilds.  

Have fun surfing the web and stay cyber-safe! 
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